Operational states

The following operational states are defined.

1 Bootstrap (mboot) state

When the set-top box is first turned on (not from standby), it inspects its NAND Flash for valid software.

If no valid software is found, the set-top box enters the multicast bootstrap (mboot) state. In this state,

it can securely download a bootstrap image from the multicast server.

When a set-top box is in bootstrap state, it includes mboot state in the message it uses to communicate

with a DHCP server..

1.1 Operation in the bootstrap (mboot) state

During bootstrap state, the default boot logo is displayed on the screen. If the logo has not been

customised, it will be similar to Figure:
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The operational sequence on entering this state is as follows:
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If there is a failure during this state, a sequence of flashes of the LED on the set-top box indicates the

reason.

1.2 Send DHCP request

The set-top box sends a message to the DHCP server, including the current mboot state and a string

identifying the hardware platform. The DHCP server compares the state and the platform string against

classes defined in its configuration file. If it cannot find such a class, then it will be unable to provide the

mulitcast information that the set-top box needs, but will supply the IP address..

1.3 DHCP response

When the DHCP server identifies an appropriate class, it responds to the set-top box with network

settings and the vendor extensions defined in that class. These vendor extensions are normally an IP

address and port for retrieving a bootstrap image that is being transmitted by the multicast server.

If the set-top box does not receive a response from the DHCP server, it retries sending the DHCP

request a number of times (the number of retries is specified in the code). If this is still not successful, it

either uses values from its configuration (if these have been set) or reboots itself, returning to the initial

powered state .

1.4 Download image

The set-top box connects to the multicast carousel with the details it has received and downloads the

packets for a bootstrap image. If the set-top box does not manage to download an image from the

multicast server within a defined timeout, it reboots itself, returning to the initial powered state.

1.5 Assemble, verify and execute image

The set-top box verifies the new bootstrap image by using the public customer key it holds to check the

digital signature that the image is signed with. If the software is successfully verified, the set-top box

executes it and stores it in its NAND Flash.

If the set-top box is unable to verify or execute the software it has downloaded, the software is reset and

the set-top box either reboots itself or re-enters the bootstrap state, depending on what stage the

process fails at. The debug output will contains details of why the failure occurred.

2 Upgrade (upgrd) state

Once the set-top box has found, downloaded and installed a valid bootstrap image, it enters the (upgrd)

upgrade state. The set-top box will also enter this state in response to a manual upgrade request (for

example, one initiated via STBremoteconf). In this state, all non-essential applications are closed, and

the set-top box can download and execute a new software upgrade image.

When a set-top box is in upgrade state, it includes upgrd state in the message it uses to communicate

with a DHCP server.

2.1 Operation in the upgrade (upgrd) state

In the upgrade state, the loading screen is displayed, which contains just the word Loading....
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The operational sequence on entering this state is as follows:
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If there is a failure during this state, a sequence of flashes of the LED on the set-top box indicates the

reason. 
2.2 Send DHCP request

Once the set-top box has successfully loaded a bootstrap image, it enters the upgrade state.The set-top

box also enters this state if a manual upgrade request is initiated (for example, via STBremoteconf).

The set-top box sends a message to the DHCP server, including upgrd state and a string identifying the

hardware platform.

2.3 DHCP response

The DHCP server compares the state and the platform string against classes defined in its configuration

file. When the DHCP server identifies an appropriate class, it responds to the set-top box with network

settings and the vendor extensions defined in that class. These vendor extensions are normally an IP

address and port for retrieving an upgrade image that is being transmitted by the multicast server. If it

does not find a class, then it cannot provide the information that the set-top box needs.

If the set-top box does not receive a response from the DHCP server after a number of retries, it tries to

move to the next stage using the settings in its configuration (that is, using null values for the multicast

IP address and port, if these have not been set in the configuration – so the download will not succeed).

2.4 Download image

The set-top box connects to the multicast carousel with the details it has received and downloads the

packets for an upgrade image. If it fails to download the image within a defined timeout, the set-top box

reboots, and returns to the initial powered state.

2.5 Assemble, verify and execute image

The set-top box verifies the new image by using the public customer key it holds to check the digital signature

that the image is signed with. It also compares the deployment index (DI) of the software against

its current index. If the software is successfully verified, the set-top box stores it in its NAND Flash and

executes it.

If the software is not successfully verified and executed, the set-top box resets itself. How it behaves at

this stage depends on what stage of the verification process it failed at: it can either reboot or re-enter

the upgrade state.

Note: At this point the NAND Flash could potentially be corrupted by a power outage or other failure. If

this happens, the set-top box will detect it and return to the bootstrap state.

3 Filesystem (fisys) state

Once the set-top box has found and executed a valid software image from the NAND Flash, it enters the

filesystem (fisys) state. In this state, the set-top box is running and available for normal use. An

administrator can initiate a software upgrade using one of the management tools (for example,

STBremoteconf).

3.1 Operation in the filesystem (fisys) state

In the filesystem state, normal operation is enabled. When the set-top box first enters this state, it shows

the page set as the default home page. For example, for a standard Amino build with the ANT Fresco

browser, a screen similar to the following is displayed:
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The operational sequence on entering this state is as follows. If there is a failure during this state, a

sequence of flashes of the LED on the set-top box indicates the reason.

3.2 Send DHCP request

When the set-top box successfully loads both a bootstrap and software upgrade image, it enters the

filesystem state. The set-top box sends a message to the DHCP server, including fisys state and a

string identifying the hardware platform. The DHCP server compares the state and the platform string

against classes defined in its configuration file. If it does not find a class, then it is unable to supply the

information that the set-top box needs.
3.3 DHCP response

When the DHCP server identifies an appropriate class, it responds to the set-top box, with network settings and any vendor extensions defined in that class. For the filesystem state, vendor extensions are

optional, but they can include an IP address and port for retrieving an upgrade image that is being

transmitted by the Multicast server as well as other options such as middleware server details and minimum software deployment index (DI) that the set-top box must be running.

If the set-top box does not receive a response from the DHCP server after a number of retries, it reboots,

returning to its initial powered state.
3.4 Initiate upgrade or normal use

If the minimum deployment index supplied is greater than the set-top box’s current index, the set-top box

enters the upgrade state, to download a new software version. The set-top box must have been supplied

with multicast IP address and port in order for this upgrade to be successful. If the upgrade fails, then

the set-top box returns to normal operation, using its current software version.

If the set-top box receives an upgrade instruction from an external application, the set-top box enters the

upgrade state, using the multicast IP address and port supplied in the upgrade instruction. Again, if the

upgrade fails, the set-top box returns to normal operation without upgrading its software.

Otherwise, the set-top box is available for normal operation.

When a set-top box is in filesystem state, it includes fisys state in the message it uses to communicate

with a DHCP server.
Boot Steps

As Think is starting, it announces its progress through boot messages that are displayed in the boot screen. In integer mode, the boot screen announces the current boot sequence stage (or “boot step”) through the “M/N” display, where M is the current step, and N is the total number of steps. In text mode, individual boot steps are described textually (see Figure 3-1.).

The integer boot step sequence isn’t linear, and not all steps are taken each time the STB boots. Most of the time, the STB only performs five or six boot steps.
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The table, below, lists and describes the main boot steps in the order in which they’re typically performed. Because some of the steps are performed in parallel, the exact order is indeterminate. The error codes (referred to some descriptions in the Description column) are described in the next section.

Table 1:

Integer Code(-uib = 1)

Text(-uib = 0)

Description

4

Booting...

Think is beginning the boot process.

3

Initializing

Think is still beginning the boot process. Nothing significant happens between the previous step and this one.

19

Receiving Boot String

Think is downloading its arguments from the Multicast Server. See the Multicast Argument String entry (-mcast_arg_grp) in the Think Application Arguments chapter of the iTVManager 4 Configuration Guides book for details.

1

Version Upgrade

The information in NVRAM is being updated. This should only happen the first time the STB is booted after a Think application upgrade.

2

Waiting for CA Init...

Think is waiting for the Conditional Access software (on the STB) to initialize itself. If the CA PIN needs to be reset, the user is told that the STB will need to be rebooted (see error R0025). If CA isn’t used, this step is skipped.

none

none

System information is being retrieved from NVRAM or from the server. If the system info couldn’t be retrieved, error E0040 is raised.

IMPORTANT:There’s no boot message to announce this step in the sequence.

6

Loading Resources

Think is retrieving resources from the Primary Dispatcher. This includes the graphics that are displayed in the Think UI, localized strings, Thinkstuff files, truncated versions of the EPG and the VOD catalog, and so on. If Think can’t reach the Primary Dispatcher, it will try the Redundant Dispatcher (if there is one—see the next boot step).

11

Loading Resources: Redundant Dispatcher 1

Think failed to find the Primary Dispatcher, and so is trying to retrieve resources from the Redundant Dispatcher (if a Redundant has been assigned).

If neither the Primary nor the Redundant Dispatcher can be found, Think raises error E0046.
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Error Codes

The table below lists and describes the error codes that are raised during the STB boot sequence.

13

Spawning Announcement Listener

The thread that listens to the Boot Server’s Announcement Stream is being spawned.

If the Announcement Listener thread can’t be spawned, Think doesn’t raise an error. It will either automatically reboot or it will continue the current boot attempt, depending on the value of the Reboot on Announcement Stream Death Think argument (-rboda). The maximum number of reboot attempts is set through the Number of Failed Boots Retry Threshold argument (-nfbrt). See the Think Application Arguments chapter of the iTVManager 4 Configuration Guides book for details.

IMPORTANT:If Think boots without an Announcement Listener thread, the STB will almost certainly be unusable. Currently, there’s no way to determine if (or why) the spawn failed.

16

Getting Localized Strings

The localized strings are unbundled and parsed. If the strings aren’t in the proper format, error E0043 is raised.

17

Getting Customer Info

IMPORTANT:The text of this message is misleading. It should be “Reading Configuration”

The Thinkstuff files are unbundled and parsed. If the Thinkstuff is in the wrong format or otherwise couldn’t be read, error E0042 is raised.

18

Process Languages Strings

IMPORTANT:The text of this message is misleading. It should be “Authenticating Customer”

Think checks the customer’s information to see if the account is authorized to use this STB. If the customer isn’t authorized, the Authentication Screen is displayed.

20

Boot Done

The boot sequence has finished. Think will now either display the Login Screen or go immediately to live video.

ERRORS
ErrorCode (-uib = 1)

Text(-uib = 0)

Description

R0025

CA PIN Set: Reboot Needed

The Conditional Access PIN has been reset, so the STB has to reboot.

E0028

Insufficient Memory

Not enough free memory to boot the STB.

 (-uib = 0) Description

E0040

Boot error. Hit any key to retry.

IMPORTANT:The text of this message should be interpreted to mean “Press any button on the remote control to retry.”

System information couldn’t be found. In a deployed system this could be because there was an interruption in the Boot Stream. If you’re running the STB Simulator, make sure the Boot Mode Think argument (-bm) is set to 1 or 2. See the Think Application Arguments chapter of the iTVManager 4 Configuration Guides book for details.

E0042

Boot error. Hit any key to retry.

The Thinkstuff files, which were successfully downloaded to the STB, couldn’t be read.

E0043

Boot error. Hit any key to retry.

The localized strings package, which was successfully downloaded to the STB, couldn’t be read.

E0046

Boot error. Hit any key to retry.

Resources weren’t successfully downloaded; NVRAM will be reset after which the STB will try again.

E0047

Boot error. Hit any key to reboot.

IMPORTANT:The text of this message should be interpreted to mean “Press any button on the remote control to reboot.”

The STB has given up trying to boot. The maximum number of retries is set through the Number of Failed Boots Retry Threshold argument (-nfbrt). See the Think Application Arguments chapter of the iTVManager 4 Configuration Guides for details.

Code

(-uib = 1)

Text

(-uib = 0) Description
